Alexandrina Council
Procedure - Public ATEXANDRINA

D\
Privacy Procedure

1. Introduction

1.1 The Council is committed to protecting the privacy of individuals. This procedure
outlines how Council will approach the collection, storage, disclosure and use of
personal information.

1.2 Members of the public should be aware that these principles apply when personal
information is being considered and handled within Alexandrina Council.

1.3 Only information reasonably required for the operation and effective delivery of Council
programs and services is collected and maintained.

1.4 Where possible, the full purpose for information collection is disclosed at the time of
collection. Information is stored within Council’'s Corporate Business and Information
Management systems and takes into account the need for security and confidentiality.

1.5 Outside of standard Council operations, Council will not, without prior consent, provide
personal information unless required to do so by law.

2. Definitions

2.1 In this Procedure, unless the contrary intention appears, these words have the
following meaning:

‘Disclosure’ - The release of information to persons or organisations outside Council. This
does not include giving individuals information about themselves.

‘Personal Information’ - Information or an opinion (including information or an opinion
forming part of a database), whether true or not, and whether recorded in a material form or
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not, about a natural living person whose identity is apparent, or can reasonably be
ascertained, from the information or opinion, including a photograph or other
pictorial representation of a person, but does not include information that is:

* generally available publications

* material kept in public records and archives such as the Commonwealth or State
archives

« anything kept in a library, art gallery or museum for the purpose of reference, study or
exhibition.

“Sensitive Information” - Information or an opinion that may give rise to discriminatory practices
based on an individual’s:

* racial or ethnic origin

*  political opinions

* membership of a political association, a professional or trade association or a trade
union

» religious beliefs or affirmations

»  philosophical beliefs

» sexual preferences or practices

e criminal record

* health

Procedure

3. Collection of Personal Information

3.1 All personal information collected by the Council is used only for the purpose of
conducting council business in accordance with the Local Government Act 1999 (and
any other relevant Acts under which Council is charged with any responsibility) and in
the provision of council services and use of facilities to its residents, ratepayers and
general public.

3.2 The types of personal information that may be collected and held by Council includes,
but is not limited to:

Names and addresses (postal, residential and email addresses)
Telephone numbers

Age and/or date of birth

Property owner and/or occupier details

Animal ownership

Electoral Roll details

Payment history

Financial details including bank account details (where required)
Pensioner/Concession information

Driver’s licence details

Business Data

Library membership

Images and conversations collected by CCTV, Body worn cameras or drone
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3.3 Allinformation is collected in a fair and lawful manner and as
required/permitted by law. The Council is committed to ensuring that residents
and/or ratepayers are aware of the purpose of collection of the information.

3.4 The Council may obtain information concerning ratepayers or residents from a number
of sources including Centrelink, the State Electoral Office, Office of the Valuer
General, SA Water and from ratepayers and residents. Council will take reasonable
steps where possible to make sure information is accurate but may not necessarily
check or verify the accuracy of any personal information it obtains.

3.5 Itis the responsibility of the residents and/or ratepayers to provide the Council with
details of any changes to their personal information as soon as reasonably practicable.

3.6 Council also wishes to assure its communities that it endeavours to keep its databases
and systems secure and that it does not and will not disclose or sell personal
information to third parties for marketing purposes.

3.7 Council may disclose information where necessary to its subsidiaries.

4. Maintenance and Storage of Personal Information

4.1 Council will take reasonable steps and use appropriate security mechanisms to ensure
that the personal information held by the Council is protected from misuse and loss,
and from unauthorised access, modification or disclosure.

4.2 Council will maintain its record keeping systems to ensure that all personal information
collected is up to date and complete as is reasonably practical, in accordance with the
State Records Act 1997.

4.3 Any person who, on behalf of the Council, uses or discloses personal information held
by the Council must have appropriate authorisation to do so. Failure to do so may
result in disciplinary action.

5. Disclosure of Personal Information

5.1 Council will not disclose personal information for a purpose that is not relevant or
incidental to, or connected with that purpose, unless:

5.1.1 Council first takes reasonable steps to obtain the consent of the person
concerned to use their personal information for that other purpose

5.1.2  Council believes, on reasonable grounds, that use of the personal information
is necessary to prevent or lessen a serious and imminent threat to life or
health of the subject or of some other person including an employee

5.1.3  The use of the personal information is required and authorised by law

5.1.4  The use of the personal information for that other purpose is reasonably
necessary for the enforcement of the criminal law or imposing a pecuniary
penalty.

5.2 Council will not provide personal information it holds to third parties, except:

5.2.1  Where the resident or ratepayer has made a written request for personal
information to be provided to a third party
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5.2.2  Where the provision of personal information is for the purpose of \
distributing materials for the sole purpose of, and on behalf of Council
(eg the provision of address data for use by a mailing service provider to post
Rates Notices)

5.2.3  Where a third party has been contracted by Council to provide advice or
services for the sole purpose of assisting the Council to provide benefits to
residents and ratepayers (eg State Electoral Office, Officer of the Valuer
General, insurers etc)

5.2.4  Where the Council is required by legislation to provide personal information to
a third party (eg provision of personal information to the State Electoral Office)
or to the public at large in accordance with the Local Government Act 1999 or
to an applicant under the Freedom of Information Act 1991, unless the
information is otherwise exempt.

5.2.5 Where the resident or ratepayer has been advised of Council’s usual practice
of disclosing personal information to that third party or a third party of that type
for particular purpose and the disclosure is consistent with that purpose.

5.2.6  As part of the public notification required and related to lodgement of a
development application.

5.3 Council does not accept responsibility for loss or damage suffered by residents or
ratepayers because of reliance on personal information provided to them by Council,
or because of Council’s inability to provide residents and ratepayers with any
requested personal information.

5.4 Before relying on any personal information Council provides to residents or ratepayers,
it is expected that residents and ratepayers will first seek confirmation from Council
about the Accuracy and currency of such personal information.

6. Access and Amendment to Personal Information

6.1 Residents and ratepayers who wish to access their own personal information, can do
so by applying to Council in writing. Requests will be dealt with as soon as is
reasonably practical, based on the nature of the information requested. The person
making the request will need to satisfy Council of their identity prior to the information
being released.

6.2 When an enquiry is not made in person (eg fax, phone or email) information will only
be sent to the current postal or residential address or be collected from the Customer
Service Centre with prior arrangement, provided that suitable identification is provided
at time of collection.

6.3 If aresident or ratepayer can show that the personal information held by Council is not
accurate or complete, it will be amended by Council staff in accordance with the
Freedom of Information Act 1991.

6.4 Council acknowledges that certain personal information in its possession may be
required to be made available to others, such as provision for the public to apply for
Council information under the Freedom of Information Act. These requests need to be
in accordance with the Freedom of Information Act 1991.
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6.5 An FOI applicant is required to provide the details outlined on Council’s \
website. In certain circumstances, this Act requires Council to consult with a
third party prior to the release of ‘personal affairs’ information to obtain their views on
the release of such information. Persons have the right to request a review of a
decision prior to the release of such personal information. If ‘personal affairs’ are not
being disclosed consultation may not be required.

6.6 Council may be required to provide information in accordance with the Ombudsman
Act 1972 (or other legislation which the Ombudsman has powers under) to the
Ombudsman SA for the purpose of investigating a complaint.

6.7 Council will be obliged to provided, if requested, by the Commissioner in accordance
with the Independent Commission Against Corruption Act 2012 as part of an
investigation or examination.

7. Suppression of Personal Information

7.1 A person’s name and/or address may be suppressed from the Council’'s Assessment
Record and Voters Roll or other registers where the Chief Executive Officer of the
Council is satisfied that the inclusion of the name and/or address on the Assessment
Record and/or Voters Roll or other registers would risk the personal safety of that
person, a member of the person’s family, or any other person.

7.2 To have information suppressed from the Electoral Roll a submission must be made
via the Australian Electoral Commission (Silent electors).

9. Further Enquiries

9.1 Residents or ratepayers who have any concerns regarding how the Council handles
personal information, or requires further information should contact the Customer
Service staff in the first instance on 08 8555 700.

9.2 In the event that Customer Service staff are unable to satisfy the concerns raised, the
matter may be referred to another relevant officer for attention.

9.3 Alternatively, residents or ratepayers can lodge formal written requests to:

Alexandrina Council
PO Box 21
GOOLWA SA 5214

10. Delegations

10.1 Council acknowledges that the Chief Executive Officer may sub-delegate matters
related to this Procedure to staff or other persons employed or engaged by council.

11. Availability of Policy

11.1 This Procedure will be available on the Council’s website www.alexandrina.sa.gov.au.
Copies will also be provided to interested members of the community upon payment of
a fee in accordance with Council’'s Schedule of Fees and Charges.

Alexandrina Council — Privacy Procedure Page 5 of 5


file://///lgits.local/dfs/ALX/Docs/Governance/Governance%20and%20Strategy%20Department/Policy%20Officer/Policies%20and%20Procedures/DRAFTS/Office%20of%20the%20CEO/Privacy/www.alexandrina.sa.gov.au

